Attachment 2

DEPARTMENT OF DEFENSE 1. CLEARANCEAND SAFEGUARDING
CONTRACT SECURITY CLASSIFICATION SPECIFICATION | & FACILITYCLEARANCEREQUIRED
TOQP SECRET
{ | her roquiraments of the DoD) Industniai Securlty Manual apply bLEVEL DF SAFEGUARDINGREQUIRED
to alisecurity aspects of this effort) TOP SECRET
2. THIS SPECIFICATION IS FOR: (X and complate as applcabie; 3. THIS SPECEFICATION IS (X and complele a3 snplicetis)
& PRIME CONTRACTNUMBER o ORIGINAL daie in ufl cases) Dats (YVAMOD)
h. SUBCONTRACTNUMBER b. REVISED (Suparsadas RavisionNo Date Y vinDO}
i pravious specs)
w{e SOLICITATION OR OTHERNUMBER DUE Data YYsuoo; Dals [ Yiipa)
F40500~03—R-0001 c. FINAL (Complete kem 5 in Al cases)

4,15 THIS A FOLLOW-ON CDNTRACT?' YES i X | NO. If Yus, compiata the folkowing:

Classiliedrnaterial received or ganarated under {Praoeding Contract Nomber]  is tranafasred to this follow-on contract

;. IS THIS A FINAL DD FORM 2547 | | Yug ] 3| MO W Yas, camplats Lha follkawing:

In response 1o the contrasiods requasied datad , tatantion of tha identifled slassified matarial is authorized for tha pariod of

8. CONTRACTOR _(inciude Commarcial and Govemvmeni Eniity (CAGE) Cods]

A, MAME, ADOREAS ANDZIP CODE b, CAGE CODE L CDGNIZANTSECIIRITVDIFI;‘:M, Addrans. and Tip Codo)
Defense Security Service (DSS)

Southeast Region
2300 Lake Park Prive, Suite 250
Smyran GA ID0R0-TA06

7. SUBCONTRACTOR

a. NAME ADDRESS ANDZIP CODE b, CAGECODE | ¢. COGNIZANTSECURITYCFFICSName, dddrmss, and Zip Carle)

8. ACTUAL PERFORMANCE

8 LOCATION b. CAGECODE | c. COGNIZANTSECURITYOFFICE(Mane, Address, und Zip Coda)
Se¢e Bluek 13, NA N/A

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT

Contractual Operation of AEDC

10. THIE CONTRACT WILL REAWNRE ACCESR | vEs | ua [ 11 1N PEREORMING THIE CONTRACT, THE CONTRACTOR ves | Ne
h.  COMMUMCATIONS SECURITY (COMSEC) INFORMATION = v bl x
b RESTRICTED CATA hd b RECEIVE CLASGIIED DOCUMEN TS ONLY e
© CRITICAL NUCLEAR WEAPON DESIGN INFORMATION 4 € RECEIVE AND CENERATE CLASSIFIED MATERIAL X
4 PORMERLY RESTRICTED DATA 3 ¢ FABRICATE. MODIFY, OR STORE CLASSWIED HARDWARE b4
u INTELLIOENGE (NFORMATION 3 L] FERFORM SERVICES OMLY ><
- A TN TKITSDE FTHE TS PIERTORED
{1) Sersitne Comparimsniad Informabon  (SCY) 115, PISSLSRONS AND TRUST TLARI TORIES X
T A T e T O e e S NCAL ToF URWATION
() Non-SC| X NTER [OTIC) OR OTHER SECONDARY DISTRIBUTION CENTER X
1. CICGIAL AGCLGS INFENEMATION e, R REOUIRE A COMESEC ACCOLINT N
2. NATOINFORMATION > i HAVE TEMPEIT RECUIREMENTD *
b FOREIGN BOVERNMENT (NFORMATION = | HAVE OPERATIONS SECURITY {OPSEC) REGUIREMENTS >
© UMITED DISSEMINATION INFORMATION 4 K BEAUTHORZED TO USE THE DEFENSE GOURIER BERVICE %
1 FOR OFFIOUAL USE UNLY 1NCOPMAT 0N }( | QTHER (SpecHy) o
k. OTHER (Spadily) Have classified AlS and SIPRNET requirements,
X

DD Torm 254, DEC 00 (EF-VT) (rwirorm rac) Frvious wahkns BT Q0TI




12. PUBLIC RELEASE. A& i J) his.conimact shal nit ba ssinased for puble disssmination syt s provedid by I (AU st Secunly Minubl o
mnmmmmlumumqunmmm l.lurly Propomen pUDiC nErmsrs SNEl D Sutnlien [or SOVl (NG 1 KDRBE

[ Joimet [2X] Mhrough spacty:

AEDC/PA, Amold AFB, TN 37389. PUBLIC RELEASE OF S5CI INFORMATION IS NOT AUTHORIZED.

0 e Directovate Ky Freadom of informesiion nrdh:mhvm Oficaof he Assstant Secrelivy of Delenea (Public Aftairs) for mvs.

inho coen of non DoD Liser Agarcess, 10 thal agoncy.
13. SECURITY GUIDAMCE. ™ ¥ ] for e F batow: [Fany <loulty MIImeylrnlmmmI!\rmurmm
lmciar indiare ¥ & meed fo changes in thie guiderce, e in d agaci ko provic dhangos; io e the no
or mateasl hafienSd O GANA ARG 1his CONPICT, NIt stwd &y qutabew P LALEY e ameasl wmmm,hmmmlm
handied ol the hgt of {FRings Inr"— offrt. Aksch, or fraed Under SapacNN COTRCPDNCRNCS, Sy
o horcin. WMmmeMmmJ

This coniract requires compliance with DoD 5220.22M and all current changes/updates,and applicable supplements.
Compliance with Executive Order 12958 is alsa required.

Security Classified Guides will be suppliad by individual programs as required.

Ref iton 8a: Actual performance will oceur al Amold AFB, TN and al AEDC/DOSH (White Oak), Maryland. Contractors
performing work at ABDC White Oak will operate as an Air Force Integrated Visitor Group to AEDC/DOSH, and will
enter into a Visitor Group Security Agreement (VGSA) with AEDC/DOSH and AFDC/ACC.

Ref item10a: COMSEC materisl/information may not be released to Dol coniraclors without Air Force Cryptologic
Support Center (AFSC) approval. Inspeclion responsibililies for Cryptographic Account have been retained by HQ AFMC,
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through the program office. The contractor is governed by AF133-211 in the control and protection of COMSEC

materialfinformadion,  Accesslo COMSEC material by personnel is restricted to US Citizzns holding final US Government
security clearances. Such information is not relcasable ta personnel holding only reciprocal clearances.
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or designated representative will ensure the contractor Pacility Secunty Officer is briefed for CNWIDIL
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Ref 10e.(2): Contractor will require accessto AF114-302 and AF114-303.
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Continuation Sheet, DD 254,[inscrt contractor], Contract Number [insert contract
number], [0] date 02}
(Revigion 2, [insert date] }Page 1,

Black 13 Continued:

Ref Block 10.f: Special Access Program (SAP) Information. Individual OPRs and
classification guidance for SAPs and SAR programs supported under this contract are not
listed spegifically in the DD 254: however, the contractor tiay require access to
SAP/SAR material from various proprams. The AEDC OPR for special aceess required
security guidance is the AEDC Special Programs Office (AEDC/DOF). The contractors
must adhere to the special access program requirements/procedures developed by the
OPR. All such programs are carved out from DSS cognizance and may require additional
clearances, investigations, document markings, and other security requirements which
may differ from those specified in DoD 5220.22-M/DoD 5200.1-R. The contractors are
also required to comply with SAP Computer Scourity Policics and Procedures when
using AlS. SAP information will only be accessed and/or processed on SAP formally
approved AIS. Special Acecss Program Office personne! will approve security reviews of
such activitics.

Ref Block 10.j: FOUQ information provided under this contract shall be safeguarded as
specified in AFI 37-131 and DoD 5200.1-R, Appendix C.

Ref Bluck | {.d: Contractor must provide adcquate storage for classified hardware to the
level of Top Secret that exceeds two cubic feet.

Ref Block 11.i: The contractor will comply with Air Force EMSEC requirements/policics
as outlined in AFI 33.202.

Ref Block | 1.j: The contractor will maintain an OPSEC program designed to continually
educate all [insert contractor] and on-site, non-intermitient visitor subcontractor
personnel {regardless of whether they are performing on classified or unclassified
subcontracts) who handle or have access to sensitive but unclassificd information on
protection of these type of information. The Facility Security Officer will ensure all of
the above referenced personncl are educated on the AEDC Critical Information List at
least annually, and upon request, will assist the AEDC/SDS in developing and updating
the Critical Tnformation List.

Ref Block 11.1: Contracter will comply with USAF Information Assurance poelicies and

procedures when using classified AIS. Classified information will only be accessed
und/or processed on forrnally approved AIS. For SCE systems, formal approval must be

granted by DIA.

Ref Blocks 10.b, 100, and 11.¢: [insert contracior] cmpluyces foroally uained by die
[insert contractor] Facility Sccurity Officer to derivatively classify National Sceurity
Information nay also perform derivative classification actions for Restricted Data and
TFormerly Restricted Data in accordance with current dircetives.



Continuation Sheet, DD 254, [insert contractor], Contract Number([insert contract
number], [01date 02]
(Revision 2, [01 date 02] ), Page 2.

The [insert contractor] Facility Officer (FSO) will cnsure that all AEDC on-site
subcontractors and consultants supporting AEDC classified support operations that are
nnt categarized ac intermittent visitors receive annnal and arca specific security edication
and awareness training as required by the Statement of Work. A record of annual training
must be maintained by the FSO.

Foreign Nationals or Immigrant/Resident Aliens will not be utilized in the performance
of this contract without the writtcn approval of the Contracting Officer and the AEDC
Foreign Disclosure Office (AEDC/IN).

Foreign Nationals will not have access to AEDC Networked cotnputers. Stand-alone,
sanitized computers may be used for unclassificd public domain work in support of
contract.

AEDC Government Security POCs:

Servicing Sccurity Activity (SSA): AEDC/SDS
100 Kindel Drive, Suite C-301
Aruvld AFB TN 37382-3301

Special Security Officer (SS0O). AEDC/IN
251 First Street
Amold AFB TN 37389-2305

Computer Security/COMSEC: AEDC/SDC

Arnold AFB TN 37389
Special Program Office: AEDC/DOF

Amold AFB TN 37389

Contract Monitor:

Joho L. Sution
Adrninisurative Cuntracting Officer
AEDC/PKM

100 Kindel Drive Suite A-337
Arnold AFB TN 37389-1337

Signature 4 4

Date 18 December 2002



ATTACHMENT t TO DD FORM 254 FOR CONTRACT NUMBER [INSERT
CONTRACT NUMBER]
CONTRACT EXPIRATION DATE: [01 Date 02]

RELEASE OF NON-SENSITIVE COMPARTMENTED INFORMATION (NON-8CI)
INTELLIGENCE INFORMATION TO US CONTRACTORS

1. Requirements for access 1o non-SCI:

a. All intclligence material releasc to the contractor remains the property of the US
Government and may be withdrawn at any time. Contractors must maintain
accountability for all classified intelligence released into their custody.

b. The contractor must not reproduce intelligence material without the writtcn
permission of the originating agency though the AEDC/IN Special Sceurity Office. IT
permission is granted, cach copy shall be controlled in the same manner as the original,

. The contractor must not destroy any intelligence material without advance approval

or as specified by the contract monitor (CM) or the AEDC/IN Special Security Office.
(EXCEPTION: Classified waste shall be destroyed as soon as practicable in accerdance

with the provisions of the Industrial Security Program).

d. The contractor must restrict access to only those individuals who possess the
necessary security clearance and who are actually providing services undet the contract
with a valid need to know. Further dissemination to other contractors, sub-contractors,
other government agencies, private individuals or organizations is prohibitcd unless
authorized in writing by the originating agency through the AEDC/IN Special Security
Office,

e. The contractor muet ensure each employee having access to intelligence material is
fully aware of the special sceurity requirements for this material and shall maintain
records in a manner that will permit the contractor to furnish, on demand, the names of
individuals who have had access to this material in their qustody.

f. Intelligence material must not be released to foreign natiopals or immigrant aliens
whether thay are consultants, US contractars, or employees of the contractor and
regardless of the lovel of their security clearance, except with advance written permission
from the originator, Requests for release to foreign nationals shall be initially forwarded
to the AEDC Special Security Office and shall include:

1Y A copy of the propnsed disclosure

2) Full justification reflecting the benefits 10 US interests.

3) Name, nationality, particulars of clearance, and current access authorization of
each proposed foreign national recipient.

g. Upon completion or termination of the classified contract, or sooner when the
purpose of release has been served. the contractor will return all intelligence (fumished or



gencrated) to the souree from which reccived unlesa retention or ather disposition
instructions (see AFMAN 37-139) are authorized in writing by the CM.

h. The contractor must designate an individual who is working on the contract as
custodian. The designated custodian shall be responsible for receipting and accounting
for all classified intelligence material received under this contract. This dees nol mean
that the custodian must personally sign for all classified material. The inner wmpper of
all classified material dispatched should be matked for the attention of a designated
custodian and must not be opened by anyone not working directly on the contract.

i. Within 30 days after the final product is received and accepted by the procuring
agency, classified intelligence materials released to or generated by the contractor, must
be returned to the originating agency through the AEDC/IN Special Security Office
unless written instructions authorizing destruction or retention are issued. Redquests to
retain material shall be directed to the CM for this contract in writing end must clearky
indirate the justificatinn for retention and identity of the specific document to be retained.

j. Classification, regrading, or declassification markings of documentation produced
by the contractor shall be consistent with that applied to the information or
documentation from which the new document was prepared. If a compilation of
information or a complete analysis of a subject appears to require a security classification

other than that of the source documentation, the contractor shall assign the tentative
wecurity classification and roquest instructions from the contract monitor. Pending final

determination, the material shall be safeguarded as required for its assigned or proposed
classification, whichever is higher, unti] the classitication, is changed or otherwise
verified.

2. Intelligence material camies special markings. The following is a list of the authorized
control markings of intelligence material:

a. “Dissemination and Extraction of Information Controlled by Originator (ORCON).”
This marking is used, with a security classification, to enable a continuing knowledge and
supervision by the ariginator of the use made of the information involved. This marking
may be used on intelligence that clearly identifies, or would reasonably permit ready
identification of an intelligence source or method, which 1s particularly suscephble to
countermeasures that would nullify or measurably reduce its effectiveness. This marking
may not he used when an item or information will reasonably be protected by the use of
other markings specified herein, or by the application of the “need to know™ principle and
the safeguarding procedures of the security classification system,

b. *Authorized for Release to (name of Country (ies)/International Organization)” The
above is abbreviated “REL TO . This marking must be used when it is necessary
to identify classified intelligence matertal the US government originator has
predetermined to be releasahble or hag been released through established foreign
disclosure channels to the indicated country (1es) or organization.

¢. “NOT RELEASABLE TO FOREIGN NATIONALS-NOFORN (NF).” This
marking is used to identify intelligence which an originator has determined falls under



the eriterin of DCID 5/6. “Intclligence Which May Mot B¢ Discloscd or Released,” and
may not be provided in any form to foreign govemments, international organizations,
coalition partners, foreign nationals, or immigrant aliens without originator approval.

3. The following procedures govern the use of control markings.

a. Any recipient desiring to use intelligence in a manner ¢ontrary to restrictions
established by the control marking s¢t forth above shall obtain the advance permission of
the originating agency through the AEDC/TN Special Sceurity Office. Such permission
applies only to the specific purposes agreed to by the originator and doas not
automatically apply to all recipients. Originators shall ensure that prompt consideration is
given to recipients requests in these regards, with particular attention to reviewing and
editing, if necessary, sanitized or paraphrased versions to derive a text suitable for release
subject to lesser or no contral markings.

b. The control markings authorized above shall be shown on the title page, front cover,
and other applicable pages of documents, incorporated in the text of electrical
communications, shown on graphics and associated (in full or abbreviated form) with
data stored or processed in automatic data processing systems, The control marking also
shall be indicated by parenthetical use of the marking abbreviations at the beginning or
end of the approptiate portions. If the control marking applics to several or all portions,
the document must be marked with a statement to this effect rather than marking each

scection individually.

¢. The control markings shall be individually assigned at the time of preparation of
intelligence products and used in conjunction with security classifications and other
marking specified by E.O. 12958 and its impicmenting security directives. The marking
shall be carried forward to any new format in which the same information ig incorporated
including oral and visual presentations.

4. Request for release of intelligence information must be prepared by the contract
monitor (CM) and submitted to the AEDC/LN Special Security Office. 'This should be
accomplished as soon as possible after the contract has been awarded. The request will
be prepared and accompanied with a letter explaining the requirements and copies of the
DD Form 254 and Statement of Work.



ATTACHMENT 2 TO DD FORM 254 FOR CONTRACT NUMBER. [INSERT
CONTRACT NUMBER]
CONTRACT EXPIRATION DATE: [01 Date 02]

RELEASE OF SENSITIVE COMPARTMENTED INFORMATION (SCI)
INTELLIGENCE INFORMATION TO US CONTRACTORS

NUMBER OF SCI BILLETS AUTHORIZED: 35
CONTRACT EXPIRATION DATE: DD MMM YY
1. Requirements for acecss to SCI:

a. All SCI will be handled in accordance with special security requirements, which
will be furnished by the AEDC/IN Special Security Office,

b, SCI will not be relcased to contractor employees without specific release approval
of the originator of the material as outlined in goveming directives; based on prior
approval and certification of “need-to-know” by the designated contractor.

c. Names of contracting personnel requiring access to SCI will be submitted to the
Contract Monitor (CM) for appraval. The CM is identified on the reverse sidc of the DD
Form 254.) Upon receipt of written approval from the CM, the company security officer
will submit request(s) for special background investigations in accordance with the
NTSPOM, to the AEDC/TN Special Security Office. The entire personnel security
questionnaire package should not be forwarded 1o the AEDC/IN Special Sceurity Office,
The Contractor Special Security Officer (CS50) must follow the instructions provided by
the AEDC/IN Special Security Officer.

d. Inquiries pertaining to classification guidance on SCI will be directed to the CSSO.

e. SCI furmshed in support of this contract remains the property of the Department of
Defense {DoD}) department, agency, or command orniginator. Upon completion or
cancellation of the contract, SCI furnished will be returned to the direct custody of the
S50, or destroyeid IAW instructions gutlined by the CM.

. SCI will be stored and maintained only in the AEDC/IN sceredited facility.
Z. The AEDC/IN Special Security Office will:

a. Review the SCI product for contract applicability and determine that the product is
required by the contractor to complete contractual obligations. Afier a review of the SCI
product has been completed for contract applicability and determined that the product is
tequired to complete obligations, the AEDC/IN Special Security Office must request
release from the originator. Originator release authority is required on the product types
below:



I) Documents bearing the control markings of ORCON, PROPIN.
2) GAMMA controlled documents

3) Any NSA/Special marked products

4) All categories as listed in DoD 5$105.21-M-1

b. Prepare or review contractor billet/access requests to insure subisfuctory justification
(need-to-know) and completeness of information

¢. In conjunction with the CM, spprove and coordinate visits by contractor employces
when such visits are conducted as part or the contract effort.

d. Tn eonjunction with the CM, maintain records of all SCI material provided to the
contractor in support of the contract effort. By 15 January (Annually), provide the
contractor, for inventory purposes, with a complete list of all documents transferred by
contract number, organizational controt number, copy number, and document titlc.

¢. Determine dissemination of SCI studies or materials originated or develaped by the
contractor.

£ Within 30 days after completion of contract, provide written disposition instructions
for all SCI material furnished to, or generated by, the contractor.

g. In conjunction with the CM, review and forward all contractor requests to process
SCI electronically through appropriate SC1 channels.

3. Requests for release of intelligence material to a contractor must be prepared by the
contract monitor and submitted to the AEDC/TN Special Security Office. This should be
accomplished as soon as possible after the contract has been awarded. The request will
be prepared and accompanied with a letter explaining the requirement and copics of the
DD Form 254 and Statement of Work.





